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Abstract

This paper is a master thesis proposal about
a game theoretic approach for the adversarial
learning problem. The main aspects of the ap-
proach would be opponent modeling by the clas-
sifier, repeated games between the classifier and
the adversary, feature addition by the adversary
in addition to feature removal, and the optimal-
ity in the average case.

1 Introduction

Most of the machine learning algorithms assume
that the classifier receives unmanipulated data
directly from the data source. But in some
domains e.g. spam filtering, this assumption
wouldn’t hold as there exists an adversary which
actively manipulates the data in order to pre-
vent classifier to generate an appropriate model
for the data.

Adversarial Learning Problem is a general
machine learning problem where the classifier
generates a model for the data without disre-
garding the existing of an adversary and even
adapts itself to the evolving actions of the ad-
versary.

2 State-of-Art

In [2], after assuming the complete information
for both the classifier and the adversary, the op-
timal strategies for them are introduced by using
a cost-sensitive learning method. Even though,
the problem is modeled as a game between
the classifier and the adversary, the strategies
are calculated only for the very first step of
the game. Also, The performance of the algo-
rithm could be improved against the subopti-

mal adversaries, by using an opponent modeling
method.

In contrast to [2], the algorithm in [1] doesn’t
assume that the classifier information is com-
plete for the adversary. Hence, a new problem,
namely adversarial classifier reverse engineering
problem (ACRE) is introduced. In our problem,
the information would be assumed as complete
both for the classifier and the adversary.

[3] introduces a feature deletion method
which calculates the K features that would be
most probably manipulated by adversary and
trains the classifier with ignoring those K fea-
tures. However, it is a pessimistic method that
works optimal only in the worst case scenario.
When the adversary is not optimal, the method
lacks of the usage of whole data as it generally
ignores the K features that have the most in-
formative power. Hence, an opponent modeling
method would increase the performance of the
algorithm.

3 Problem Proposal
3.1 Aim

After assuming complete information, creating
a framework and an appropriate algorithm to
generate a classifier C' that works optimally in
the average case with the help of an opponent
modeling technique to model the activities of the
adversary A. Hence, in order to model the op-
ponent repeated games should be held between
the classifier C' and the adversary A.

3.2 Definition

Let a data instance be X = (z1,...,2,) where
z; is the j'* feature. The instance X and its
corresponding classification ¢*(X) is generated



by a data distribution D. Each instance X has
a cost matrix M that consists of a true positive
benefit T Px, a true negative benefit TNy, a
false negative cost F'Nx and a false positive cost
Fx with respect to the classification of C'. Also,
each feature x; has a changing cost of a; for A.
Without losing generality, we assume that all
features of X are boolean and ¢*(X) is either
positive(+) or negative(—).

After C' is initially trained by the data ob-
tained from D, we define a zero-sum game be-
tween A and C. At each step 4, a further data
instance X is generated by D. Then, A chooses
a boolean toggle vector T; = (¢;1, ..., tin) in or-
der to change the instance X; to prevent C' to
classify it correctly. It has a total cost of

ar =) ajti,

for A. Then, the manipulated sample vector
Si = (8i1,..., 8in) is calculated as

Sij = Tij Dtij

and given to C'. With only knowing S;, C' makes
a classification ¢(X;,T;) for X;. According to
the values of ¢(X;, T;) and ¢*(X;), the game step
ends with the corresponding value m; in M for
C and —m; — ar for A.

Finally, at the end of each game step, X; is
revealed to C. Hence, C now can calculate T;
in order to adapt itself to the moves of A. And
then the game between C' and A is repeated for
the next instance X, 4.

3.3 Problems
3.3.1 Optimal Strategies

With assuming complete information, optimal
strategies for both the classifier C' and the ad-
versary A would be calculated for a fixed cost
matrix M.

C would try to minimize the classification er-
ror with respect to the cost matrix M. On the
other hand, A would try to maximize its bene-
fit while minimizing the total cost of change of
the instances. With assuming the game as zero-
sum, maximizing the classification error will
maximize the benefits for A.

3.3.2 Opponent Modeling

As more games played, C would gather more in-
formation about the strategy of A by calculat-
ing T; values for each step. Instead of assuming

an optimal adversary, this information would be
used to adapt C to the actions of A.

3.3.3 Cost Matrix Learning

Without assuming a fix cost matrix M, C' would
approximate M, according to the results of the
previous games. Then also, each instance X;
could have a different cost matrix M; which de-
pends on its own feature values x; ;.

3.3.4 Toggle Vector Learning

Revealing T; to classifier C' after each step is
indeed not a realistic assumption for the real
world applications. Hence, C' would model the
actions of A and generate an approximation for
T; at each step.
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